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Microsoft - Top Recommendations from Microsoft
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Identity Categories in Microsoft 365



Enter Topic Divider Support Title

Identity Categories in Microsoft 365

Category Description Examples

Users Standard identities for people, both internal and external. Employees, guest users, synced AD users

Resource Mailboxes Created as user objects but function as Exchange resources. Meeting rooms, equipment, shared mailboxes 

Service Accounts – App Registrations Identities for applications you create in the tenant. Custom apps, internal integrations

Service Accounts – Service Principals The actual identity apps use to sign in.
Microsoft 365 apps, third-party integrations, 

automation services

Managed Identities Identities for Azure resources without passwords/secrets. Azure Functions, VMs, Logic Apps

Groups Used for access control, security, and Microsoft 365 features.
Microsoft 365 Groups, Security Groups, Dynamic 

Groups

Devices Identities for devices registered or managed in the tenant.
Azure AD Joined PCs, Hybrid Joined devices, 

mobile devices, BYOD

Contacts
External contacts stored in the directory, often for mail 

routing.
Mail contacts, external distribution contacts

Privileged Identities / Directory Roles
Role-based identities attached to users or service principals 

(not standalone objects).
Global Admin, Security Admin, PIM-activated roles

External Identities (B2B/B2C) External identities authenticated by another identity provider. Partners, customers, suppliers in B2B scenarios
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Microsoft - Why are organizations unprepared?

Source: Ole Tom Seierstad - Microsoft Norge
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Live Demo - Users

Insights

• Find inactive and stale accounts

• Reveal identities with no owner or 
department

• Misconfigured identities

• Identify guest, shared mailboxes, 
room

• See who uses the environment — 
and who doesn’t

• Detect high-risk identity entry points
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Live Demo - Security

Insights

• Expose users who can be 
breached

• Reveal accounts that attackers can 
take over from any device

• Identify identities with full data 
access but zero real protection

• Uncover privileged users without 
MFA

• Pinpoint the weakest entry points in 
your entire organization
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Live Demo – Security – Entra ID Roles

Insights

• Expose identities with dangerous, 
high-impact permissions

• Reveal accounts that could change 
or delete critical systems

• Identify privileged users with weak 
or missing protection

• Uncover roles that grant attackers 
full control if compromised

• Pinpoint the most powerful and 
risky identities in your organization
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Live Demo – Security – Service Principals

Insights

• Expose apps and integrations with 
dangerous, unrestricted access

• Reveal automated accounts that no 
one monitors

• Identify services that can read, 
change, or delete critical business 
data

• Uncover permissions that would 
give attackers full control if 
exploited

• Pinpoint the hidden, always-on 
identities posing the highest risk
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Live Demo – Applications – Applications Overview

Insights

• Expose applications that still 
access your data — even if no one 
uses them

• Reveal unknown or forgotten apps 
operating inside your environment

• Identify systems that log in 
automatically without oversight

• Uncover apps with broad user 
access and no meaningful 
protection

• Pinpoint integrations that create 
hidden entry points for attackers



Enter Topic Divider Support Title

Live Demo – Microsoft Licences – Drilldown

Insights

• Identify licenses paid for but not 
actively used

• Reveal users with expensive 
licenses they don’t need

• Uncover duplicated or overlapping 
license assignments

• See which departments drive the 
highest cost

• Find users who haven’t signed in 
for months — but still cost money
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Want to Discover Your Identity Blind Spots

Full identity visibility Know exactly what you have

Security improvements You can't protect what you can't see 

Cost savings Cut unnecessary license spend

High-risk misconfigurations Find dangerous setups instantly

Clear, prioritized actions Know what to fix, and in what order

Don’t wait for an incident — take control now
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