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1. Highlights from Microsoft Digital 
Defense Report 2025

2. How attackers get in 
(spoiler: they log in)

3. Case example

4. Demo: Get an overview of identities 
and sign-ins in Entra ID

Today’s agenda
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Microsoft Digital Defense Report
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Source: www.microsoft.com/en-us/corporate-responsibility/cybersecurity/microsoft-digital-defense-report-2025/

1. Manage cyber risk at the boardroom level 

Treat cybersecurity as a business risk on par 
with financial or legal challenges. It is important 
that corporate boards and CEOs understand 
the security weaknesses of their organization. 

2. Prioritize protecting identities 

Since identity is the top attack vector, enforce 
phishing-resistant multifactor authentication 
across all accounts, including administrative 
accounts. 

Top recommendations from the report
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Identity Categories in Microsoft 365
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Identity Categories in Microsoft 365

Users

Resource Mailboxes

Service Accounts – Service 

Principals

Managed IdentitiesGroups

DevicesContacts

Privileged Identities / 

Directory Roles
External Identities (B2B/B2C)

Each key is a potential 

entry point for hackers



9

40 %
…av de digitala identiteterna i Entra ID är inaktiva



2500 digitala identiteter

40% = 1000

20% = 500
10% = 250





Elisabeth Modig
IT Driftchef i Västerköping

Ansvarstagande

Prestigelös

Vetgirig
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Live Demo - Users

Insights

• Find inactive and stale accounts

• Reveal identities with no owner or 
department

• Misconfigured identities

• Identify guest, shared mailboxes, 
room

• See who uses the environment — 
and who doesn’t

• Detect high-risk identity entry points
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Live Demo - Security

Insights

• Expose users who can be 
breached

• Reveal accounts that attackers can 
take over from any device

• Identify identities with full data 
access but zero real protection

• Uncover privileged users without 
MFA

• Pinpoint the weakest entry points in 
your entire organization
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Live Demo – Security – Entra ID Roles

Insights

• Expose identities with dangerous, 
high-impact permissions

• Reveal accounts that could change 
or delete critical systems

• Identify privileged users with weak 
or missing protection

• Uncover roles that grant attackers 
full control if compromised

• Pinpoint the most powerful and 
risky identities in your organization
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Live Demo – Security – Service Principals

Insights

• Expose apps and integrations with 
dangerous, unrestricted access

• Reveal automated accounts that no 
one monitors

• Identify services that can read, 
change, or delete critical business 
data

• Uncover permissions that would 
give attackers full control if 
exploited

• Pinpoint the hidden, always-on 
identities posing the highest risk
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Live Demo – Applications – Applications Overview

Insights

• Expose applications that still 
access your data — even if no one 
uses them

• Reveal unknown or forgotten apps 
operating inside your environment

• Identify systems that log in 
automatically without oversight

• Uncover apps with broad user 
access and no meaningful 
protection

• Pinpoint integrations that create 
hidden entry points for attackers
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Live Demo – Microsoft Licences – Drilldown

Insights

• Identify licenses paid for but not 
actively used

• Reveal users with expensive 
licenses they don’t need

• Uncover duplicated or overlapping 
license assignments

• See which departments drive the 
highest cost

• Find users who haven’t signed in 
for months — but still cost money
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Want to Discover Your Identity Blind Spots?

Full identity visibility Know exactly what you have

Security improvements You can't protect what you can't see 

Cost savings Cut unnecessary license spend

High-risk misconfigurations Find dangerous setups instantly

Clear, prioritized actions Know what to fix, and in what order

Don’t wait for an incident — take control now



• hallvard.eide@bsure.no

Tack för mig! ☺

”NÄR VI SER VERKLIGHETEN SÅDAN SOM DEN ÄR OCH HAR 

MODET ATT GÖRA NÅGOT ÅT DEN, BÖRJAR VÄGEN MOT 

ETT SÄKRARE OCH MER KOSTNADSEFFEKTIVT MOLN"

gustav@bsure.se
073 985 66 33
www.linkedin.com/in/gustav-jannerland/

mailto:gustav@bsure.se
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