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Lack of visibility leads to:

Overprivileged access
Security risks
Compliance challenges
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What we’ve learned:
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Bsure recommendations
Create a strategy on how you provide roles to your co-admins

• Recommendations:
• Use dedicated personal cloud-only user accounts for administrative  purposes.
• Enforce phishing resistant MFA on all administrative user accounts
• Use privileged identity management  (PIM)
• Configure approval for highly privileged roles
• Configure User risk and Sign-in risk policies using Conditional Access
• Create a privileged access workstation

• Review role assignments frequently

These recommendations requires Entra ID P2 licenses



Avoid assigning Entra ID roles to on-
premises synchronized users
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Best practice



Avoid assigning Entra ID roles to 
normal user accounts using Teams 
and Outlook
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Best practice
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Bsure recommendations
If You decide to distribute Entra ID roles using Groups

Some limitations in:
• Exchange admin center*
• Azure Information Protection 

Portal (the classic portal)*
• Access review of Microsoft Entra 

roles in PIM**

* https://learn.microsoft.com/en-
us/entra/identity/role-based-access-
control/groups-concept#known-
issues
** https://learn.microsoft.com/en-
us/entra/id-governance/privileged-
identity-management/pim-create-
roles-and-resource-roles-review
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Bsure recommendations

How to Begin?

• Evaluate existing role assignments – demo
• Eliminate unnecessary role assignments
• Ensure only dedicated cloud-only user accounts holds privileged roles
• Enforce phishing-resistant MFA for these user accounts
• Use Privileged Identity Management and assign privileged roles as eligible

• Configure approval step on the most critical roles
• Establish User risk and Sign-in risk policies using Conditional Access
• Configure Access Reviews for Entra ID Roles and review frequently
• Create and enforce usage of privileged access workstation
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Bsure tip:
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