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Agenda

• Enterprise Apps with SSO

• Non-human identitites

• Permissions

• Threat landscape

• Demo: Bsure Applications reports

• Q&A
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Enterprise Apps with SSO
The benefits
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• Centralized access and 
authentication

• Easier user management and 
offboarding

• Visibility and reporting 
• Stronger security with Conditional 

Access and MFA
• Simplifies compliance and license 

control
• Seamless experience for users – one 

sign-in for all apps



Non-human identities
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• Workload Identities
• An umbrella term used by Microsoft for all non-human identities in Entra ID, including applications, 

services, and automated processes.

• App Registrations
• The definition of an application, describing how it signs in and what permissions it needs.

• Enterprise Applications
• The Service Principal instance of an App Registration, representing the actual app as it runs in your 

tenant.

• Service Principals
• The identity that an application uses to sign in and access resources, like a user account for an app.

• Managed Identities
• Special types of Service Principals automatically created and managed by Azure for resources such as 

VMs, Container Apps, and Functions, removing the need for secrets or credentials.
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Consent

• Do not allow user consent! Always require admin consent.

Delegated permissions

• The app acts on behalf of a signed-in user.

• The user’s own permissions limit what the app can do.

Application permissons

• The app acts as itself, without a user signed in.

Permissions
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Demo
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Bsure Insights Applications 



support@bsure.io +47 64 80 82 22 Follow usbsure.io

Questions?
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