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1. Review and clean-up privileged accounts

2. Remove inactive accounts and free up licenses

3. Protect ALL accounts with MFA, also the inactive ones

4. Review and clean-up overprivileged non-human identities (applications)

5. Activate SSO on all applications that supports it and scope access

5 recommended actions
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~40% of enabled accounts in Entra ID are inactive.
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• Lacking Identity Lifecycle Management processes
• Unmanaged guests and external accounts
• Forgotten test and admin accounts
• Resource accounts not disabled



~20% of Microsoft 365 licenses are unused.
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• Unassigned licenses
• Licensed inactive users
• Licensed disabled users
• Overlapping licenses



Why should I clean up? 

• Reduce attack surface

• Improve MFA coverage

• Discover flawed processes
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“Attackers don’t break in, they log in”
Microsoft Digital Defense Report 2024



Demo
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support@bsure.io +47 64 80 82 22 Follow usbsure.io

Questions?
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